AstraZeneca

NMOJNIMTUKA OOO «<ACTPA3EHEKA MHOACTPWU3»
B OBJIACTU OBPABOTKN N OBECINEYEHUA BE3OIMNACHOCTH
NMEPCOHAJIbHbIX OAHHbIX



1. OBLWWUE NONMOXEHUA

1.1. C uenbio noggepxaHnsa AenoBor penyTtaumm n obecnevyeHns BbINOSTHEHNSA
HopM penepanbHoro 3akoHogaTenbctBa OOO «AcTtpa3eHeka MHpacTpus» (ganee —
KoMnaHus) cuntaeT BaxHeWwen 3agadven obecnevyeHne nermtMmMHOCTU obpaboTku u
6e30nacHOCTM NepCcoHanbHbIX AaHHbIX CyObEeKTOB B BuaHec-npoueccax KomnaHum.

1.2. Ina peweHna gaHHou 3agayn B KomnaHuu BBedeHa, PYHKUMOHUPYET U
NPOXOaUT MNEPUOAMYECKMIA NepecMOoTp (KOHTPOMb) cUCTeMa 3alMTbl MEPCOHarbHbIX
AaHHbIX.

1.3. O6paboTka nepcoHanbHbIX AaHHbIX B KOoMnaHun OCHOBaHa Ha crnegytoLmnx
npuvHUMNax:

— 3aKOHHOCTU uUenen u cnocoboB 006pabOTKM MEepPCOHanNbHbLIX AaHHbIX U
A00pOCOBECTHOCTU;

— COOTBETCTBUA Lenen obpaboTkM nepcoHanbHbIX OaHHbIX LensMm, 3apaHee
onpefeneHHbIM U 3asBfieHHbIM Npu  cbope nepCcoHanbHbIX [AaHHbIX, a Takke
nonHomounsam Komnanuu;

— COOTBETCTBUSA 0OBbEMaA N XxapakTepa obpabaTbiBaeMbIX NEPCOHANbHbIX AAHHbIX,
crnoco6oB 06paboTKN NepCOHarbHbIX AaHHbIX LierisiM 06paboTkn nepcoHanbHbIX AaHHbIX;

— [OCTOBEPHOCTU NEPCOHAanbHbIX AAHHBIX, X aKTyanbHOCTM 1 JOCTATOYHOCTW NS
uenen obpaboTkn, HegonyCTUMMOCTM 06PabOoTKM N3OBLITOYHBIX MO OTHOLLUEHWUIO K LIENAM
cbopa nepcoHanbHbIX AaHHbIX;

— NErMTUMHOCTN OPraHM3auMOHHBIX W TEeXHUYECKUX Mep no obecneyeHuro
6e3onacHOCTM NepcoHarbHbIX AAaHHbIX;

— HEMPEpPbIBHOCTA MOBbLILLEHNS YPOBHSA 3HaHMI paboTHMKkoB KomnaHuum B cdepe
obecneveHns 6€30NacHOCTM NEpPCOHarbHbIX AaHHbIX NPU nx o0bpaboTke;

— CTPEMSIEHUA K TMOCTOSSHHOMY COBEpPLUEHCTBOBAHUIO CUCTEMbl  3aLUMTHI

nepcoHalribHbIX OaHHbIX.

2. UENN OBPABOTKU NEPCOHAJIbHbIX AAHHbIX
2.1. B cootBeTctBMM C npuHUMNamn o6paboTkM nepcoHarnbHbIX AaHHbIX, B

KomnaHuun onpegeneHbl coctas v Luenn obpaboTku:



— paccMmoTpeHune pestome 1 noabop KaHAMAAaTOB Ha BaKaHTHbIE OOSMKHOCTWU ONs
panbHenwero Tpyaoyctponctea B OO0 «Actpa3eHeka NHaacTpuay;

— 3aKr4eHne, ConpoBOXAEHME, U3MEHEHMEe, pacTOpXXeHue [OoroBopoB (B TOM
yucne TPyAoBbIX);

— nucnonHeHme o64a3atenbCcTB, NPeayCMOTPEHHbIX FOKanbHbIMKU HOPMAaTUBHBLIMU
aKkTaMmyn n goropopamu (B TOM 4ucrie TpyaoBbIMU LOrOBOPaMU U KOHTPOSb UCMOSTHEHUS
ycnyr, npefoCcTaBnsieMbIX KagpOBbIM areHTCTBOM);

— cogencTtamne paboTHMKamMm B 06y4EHUN N KapbEPHOM POCTE;

— MUrpaLMOoHHas nogaepxka TpyaoyCTPOMCTBA MHOCTPAHHBIX rpaXKaaH;

— coaencTBme B NONyYEHUM coumanbHbIX NbroT U KOMNEHCaUWI;

— HageneHne paboTHMKOB MOSIHOMOYMSIMA MO  3aKMOYEHUKD COEenoK U
coBepLueHunto UHbIX gencteum oT umeHn OO0 «Actpa3eHeka HOacTpusy;

— UCNOJSTHEHNE obs3aTenbCTB, NpPenyCMOTPEHHbIX deaepanbHbIM
3aKoHOAATENbCTBOM U UHBIMWM HOPMATUBHBLIMW NPAaBOBbLIMM akTaMmu (B TOM 4ucre B
obnacTtu oxpaHbl Tpyaa, NPOMbILLIIEHHON 6€30MacHOCTU U OXpaHbl OKpYXXatoLen cpeabl);

— npegocTaBneHne paboTHMKaM crnyxebHbIx aBToMobunen;

— cogencTBne B OpraHMsauum noes3gok Ha Meponpuatus (B TOM  4ducne
3apybexHbie);

— NpOBEAEHNE TPEHMHIOB U 0By4EHNN;

— NpOBeAEHNEe BHYTPEHHMX NPOBEPOK N CNYXeBHbIX paccreaoBaHui;

— OCYLLECTBNEHNE AENOBbIX KOHTAKTOB;

— Ha4YncneHne Bo3HarpaxaeHum no gorosopam;

— nNpuem n obpaboTka peknamauunmn Ha fiekapCcTBEHHbIE NpenapaTbl 1 coobLeHuin

O HeXeJllaTellbHbIX ABNEeHUnAX.

3. MPABUJIA OBPABOTKU NMEPCOHAJIbHbIX OAHHbIX
3.1. B KomnaHun ocyuwecTtBnaetrca obpaboTka TOMbKO Tex nepcoHasbHbIX
AaHHbIX, KOTOpble NPeACcTaBfeHbl B yTBEPXAEHHOM [lepeyHe nepcoHarnbHbIX AaHHbIX,
obpabaTbiBaembix B OO0 «Actpa3eHeka HaacTpums».
3.2.B  KomnaHunm ocyulectBndetca obpaboTka cnefylowmx —KaTeropum
Cy6beKTOB NepcoHasnbHbIX AaHHbIX:

— KaHaAngaTbl Ha BaKaHTHbIEe OOJTKHOCTU,



— paboTHukn OO0 «AcTtpal3eHeka MHoacTpuay;

— poacTtBeHHukn paboTtHnkoB OO0 «Actpa3eHeka HaacTpumay;

— NpeacTaBuUTeENN  HOPUANYECKMX 5L, - KOHTPAreHToB W MNOTEHUManbHbIX
koHTpareHToB OO0 «AcTpal3eHeka MIHoacTpuay;

— om3myeckmne nuua, okasbiBaroLmMe yCryrm no JoroBopy BO3ME34HOr0 OKasaHust
ycnyr (B TOM 4Yncne noTeHunanbHble UCNOSTHUTENN NO 4OroBopam);

— donsnyeckme nuua - notpedbutenn npoaykunn OO0 «Actpa3eHeka NHOacTpma»,
obpawatowmecs B KomnaHuio gns nepegayun umHgopmaumm O peknaMaumm Ha
npoaykumo KomnaHum n HexxenaTtenbHbIX SIBAEHNSX;

— XypHanucTbl (06LWeaoCTynHbIE AaHHbIE)

— rocyapCTBeHHble cnyxalume (obwenoCTynHble AaHHbIE).

3.3.B KomnaHmnm He ponyckaetca obpaboTka cnegylowmx KaTeropum
nepcoHanbHbIX JaHHbIX:

— pacoBasi NPUHAANEXHOCTb;

— NONUTUYECKNE B3rMAAbl;

— counocodckne ybexaneHus;

— COCTOSIHUE NHTUMHOW XXWU3HW;

— HauMoHarnbHas NPUHAAMNEXHOCTb;

— penurmosHole yoexaeHus.

3.4. B KomnaHuu gonyckaeTtcs obpaboTka cBeAeHUN, KacaroLmxcsl COCTOAHNS
3[0pOBbS, B Cnyyasx U B NOpsiaKe, NPeayCMOTPEHHbIX 3aKOHO4ATENbCTBOM.

3.5. KomnaHms B xode CBOEW [OeATEeNbHOCTM MOXET NpefocTaBnATb
nepcoHanbHble [JaHHble CYyObekTOB TpeTbMM nvuam, B Ccrydasx W nopsake,
npesyCMOTPEHHbIX 4OroOBOpaMM 1 MNOMOXEHUSIMU 3aKOHOOAaTENbCTBA.

3.6. B KomnaHuu He obpabaTtbiBaoTcs GBUoMeTpnieckmne nepcoHarbHble AaHHbIE
(cBepeHusi, KOTOpble  XapakTepusyloT  usmonornyeckme un  buonornyeckme
0COBEHHOCTN YenoBeka, Ha OCHOBaHMM KOTOPbIX MOXHO YCTAaHOBUTb €ro NIMYHOCTD).

3.7. B KomnaHuM ocyLecTBRseTCA TpaHCrpaHMyHasa nepefada nepcoHasibHbIX
AaHHbIX (nepefaya nepcoHasrbHbIX OAHHbIX MHOCTPaHHbIM IOPUOANYECKMM NMUaM Ha
Tepputopuio LLeseumn, Hngepnangos, CoegmHeHHoro Koponesctea Benukobputanum
n CesepHon Upnavgun, CLUA, VHgun). TpaHcrpaHudHaa nepegada nepcoHanbHbIX

AaHHbIX OCYLLEeCTBNAETCA C cornacud Cy6'beKTa nepcoHanbHbIX AaHHbIX.



3.8. B KomnaHun 3anpeweHo MNpUHATUE peLleHU OTHOCUTENBbHO CYyObeKToB
NnepcoHanbHbIX [OaHHbIX Ha OCHOBaHWW WUCKIIOYUTENBbHO aBTOMATU3MPOBAHHOM
00paboTKM UX NepCoHarnbHbIX AAHHbIX.

3.9. B KomnaHmm He ocyulectBnsetca obpaboTka AaHHbIX O CyaMMOCTU
cybGBHEKTOB.

3.10. KomnaHua He pasmellaeT nepcoHanbHble [aHHble Ccybbekta B

O6L|.l,e£l,OCTyI'IHbIX NCTOYHMKaxX 6e3 ero npegBapuUTeEsibHOro cornacus.

4. PEAJIUSOBAHHbBIE TPEBOBAHUA no OBECIMEYEHUIO
BE3OMNACHOCTU NEPCOHAJIbHbIX OAHHbLIX
4.1. C uenbto obecneveHnss 6e30MaCHOCTU MNEPCOHalbHbIX AAHHbBIX MPU KX
obpabotke B KomnaHum peanusyoTca TpeboBaHMA criegyowmx HOPMaTUBHbIX
AokyMmeHToB P® B obnactn obpaboTkn n obecneyeHms 6e30nacHOCTM NepcoHarbHbIX
AAHHbIX:

— ®epepanbHbin 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHanbHbIX AaHHbIXY;

— MocTtaHoeneHne [lpaButenbctBa Poccuinckon Pepepaummn ot 01.11.2012
Ne1119 «O6 yTBepxaeHUn TpeboBaHMM K 3aliUTe MepCoHasribHbIX [aHHbIX MPU KX
06paboTke B MHPOPMALMOHHBLIX CUCTEMAXxX NEPCOHaNbHbIX AaHHbIXY;

— MocTtaHoeneHune [MpasutensctBa Poccuinckon depepaummn ot 15.09.2008 r.
Ne687 «O6 yTtBepxaeHun [lonoxeHus o6 ocobeHHOCTAX 0BpaboTkm nepcoHanbHbIX
AaHHbIX, OCyLlecTBnsemMon 6e3 Ncnonb3oBaHUs CpeacTs aBToMaTu3aummy;

— basoBas mogenb yrpo3 06e30MacHOCTU NEepCOHarnbHbIX OaHHbIX MpU  UX
obpaboTke B WHMOPMALMOHHBLIX CUCTEMAX MEPCOHamNbHbIX [AaHHbIX (YyTBEpXOeHa
3amectutenem aupektopa PCTIK Poccum 15.02.2008 r.);

— MeToguka onpegeneHns akTyanbHbIX Yrpo3 6e30MacHOCTU NepCOoHarnbHbIX
AaHHbIX Npy nx 0bpaboTke B MHOPMALUMOHHBLIX CUCTEMAax MNepCOHasbHbIX OAHHbIX
(yrBepxxgeHa 3amectutenem anpekropa CTIK Poccum 14.02.2008 r.);

—Mpukasz ®CTIK Poccum ot 18.02.2013 Ne21 «O6 ytBepxaeHun CoctaBa u
coAepXXaHnst OpraHM3aLMOHHbIX M TEXHUYECKMX Mep no obecneyeHuto Be3onacHOCTU
nepcoHanbHbIX OaHHbIX Npu  KMx o0OpaboTke B  MHEMOPMAUMOHHBLIX CUCTEMAX

nepcoHarnbHbIX AAaHHbIX».



4.2. KomnaHus nNpoBOAMT OLEHKY Bpeda, KOTOpbl MOXeT OblTb NpUYUHEH
cyObekTaMm nepcoHarnbHbIX AaHHbIX W onpegenseT  yrpo3bl  ©Ge3onacHoCTy
nepcoHarnbHbIX AaHHbIX. B COOTBETCTBUM C BbISIBMEHHLIMU akTyanbHbIMU Yrpo3amu
KomnaHuss npuvmMeHsieT Heobxooumble W [OOCTATOMHblIE  OpraHuM3auMOHHblE U
TEXHMYECKME Mepbl, BKMovatowmne B cebs  uMcnonb3oBaHWe CpeacTB  3allmTbl
nHgopMaLmu, obBHapyxeHue dakToB HEeCaHKLUMOHMPOBaAHHOMO  [0CTyna,
BOCCTaAHOBIIEHME MNEPCOHarnbHbIX [AaHHbIX, YCTaHOBMEHWe npaBun [octyna kK
nepcoHarnbHbIM AaHHbIM, @ TakKe KOHTPOSb U OLEHKY 3O(PeKTUBHOCTU NPUMEHSAEMbIX
mep.

4.3. B KomnaHun HazHayeHbl Nnnla, OTBETCTBEHHbIE 3a OpraHmn3aunio o6paboTku
n obecneyeHns 6e30MacHOCTU NePCOHaNbHbIX AaHHbIX.

4.4, PykoBoactBo KomnaHum oco3HaeT Heob6XxoaumoCTb M 3anHTEPECOBaHO B
obecneyeHnn OOMKHOro Kak C TOYKU 3peHust TpeboBaHUA HOPMAaTUMBHbIX JOKYMEHTOB
P®, Tak 1 060OCHOBAHHOIO C TOYKM 3PEHMSI OLIEHKM PUCKOB Ansi Gu3Heca YpOBHS
6e30nacHOCTM MepcoHanbHbIX AaHHblIX, 0OpabaTblBAaeMblX B paMKax BbIMOMHEHMS

OCHOBHOW ageaTenbHocTn KomnaHun.



